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Eesmark

Analiiiisida ja esitada keeruliste riinnete struktuuri.
Leida kdige dkonoomsem riinne.

P3dhjendada turvameetmete vajalikkus.

¢ © ¢ ¢

Rakendada turvameetmeid kdige mdistlikumas kohas.
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o 1981 — Fault Tree Handbook — US Nuclear Regulatory Comission



Ajalugu

o 1981 — Fault Tree Handbook — US Nuclear Regulatory Comission

0 1991 — A System security engineering process — J. D. Weiss
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Ajalugu

o 1981 — Fault Tree Handbook — US Nuclear Regulatory Comission
o 1991 — A System security engineering process — J. D. Weiss

o 1999 — Attack trees: Modeling security threats — Bruce Schneier
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Ajalugu

1981 — Fault Tree Handbook — US Nuclear Regulatory Comission

©

1991 — A System security engineering process — J. D. Weiss

©

1999 — Attack trees: Modeling security threats — Bruce Schneier

©

© 2006 — Rational Choice of Security Measures via Multi-Parameter
Attack Trees — Ahto Buldas, Peeter Laud, Jaan Priisalu, Mart
Saarepera, Jan Willemson.
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Ajalugu

©

1981 — Fault Tree Handbook — US Nuclear Regulatory Comission

©

1991 — A System security engineering process — J. D. Weiss

©

1999 — Attack trees: Modeling security threats — Bruce Schneier

© 2006 — Rational Choice of Security Measures via Multi-Parameter
Attack Trees — Ahto Buldas, Peeter Laud, Jaan Priisalu, Mart
Saarepera, Jan Willemson.

o 2008 — Computing exact outcomes of multi-parameter attack trees
— Aivo Jiirgenson, Jan Willemson
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Riinde struktuur

Riindaja eesmirk on puu juureks.
Puu sélmedeks on AND vai OR sélmed.

Puu lehtedeks on elementaarriinded.

¢ © ¢ ¢

Puu lehe vaartuseks on iiks parameeter.

o Va&imalikkus, spetsiaalsete vahendite vajalikkus, oskuste olemasolu,
maksumus, jms.
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Mang

Break ) — (Isthe ) Qutcome:
| | the prevention 5 | | attacker | _| i
measures p \ L caught? J1—q —Costs + Gains
_ 1

1 p suug:ssful yes

/ﬁgé]ﬁé{/ ¥%5| |s the attacker | M@ ey
S caught? 1—g <
Ta- 1 q

QOutcome: Oufcome: QOutcome:
—Costs — Penalties_ —Costs —Costs + Gains — Penalties

Fig. 2. Diagram (event tree) of the “attack game” from the attacker’s point of view
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Parameetrid

Parameeter Tahis
Riinde tulu Gains
Riinde maksumus Cost
Riinde &nnestumise tdendosus p
Trahv vahelejaamisel, riinne dnnestus 7+ = gt - Penalties™
Trahv vahelejddmisel, riinne ebadnnestus 7~ = g~ - Penalties™
Riinde kasum Outcome
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Arvutusvalemid

OR:

(Cost, p,nt,m7) = (Costy, p1, @y, 77 ), if Outcome; > Outcome;
R (Costa, p2, 75,75 ), if Outcome; < Outcomey

Tulusus:

Outcome; = p; - Gains — Cost; — p; - 7T?_ - (1—=pj)-m .
AND:

Costs = Costs; + Costsy, p=p1-p, =« = 7Tf_ + 77;,
- P op) A m) + (= ppa(ry )
1—pip2
(1-p1)A = p2)(7y +m5)
+ .
1—pip2
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Senise mudeli vead (1)

o Ekvivalentsed puud annavad erinevad tulemuse

o T1 =AV(B&C)

o T, =(AVB)&(AV ()

o Gains = 10000

o pa=0.1 pg =05 pc=04

o Expenses, = 1000, Expensesg = 1500, Expenses- = 1000
o Outcomer, =0

o Outcomer, = —500
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Senise mudeli vead (2)

Ei leita parimat riindekomplekti:
T=(AVB)&C

Gain = 10000

p = 0.8, Cost = 100, 7+ = 1000, 7~ = 1000
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Riindekomplektid

o attack tree — riindepuu, Boole valem
s F=(AvB)&C
o attack suite — riindekomplekt, elementaarriinnete hulk
o 01=A0=B;03=C;0,=A,B;...
o satisfying attack suite - riinnet realiseeriv riindekomplekt
s F(o :=true) = true
o riindekomplekti dnnestumise tdendosus
> po
o riindekomplekti kulud

9 D x.co EXpenses;
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Outcome = max{Outcome, : ¢ C X, F(o :=true) = true}. (1)



Arvutusvalemid

Outcome = max{Outcome, : ¢ C X, F(o :=true) = true}. (1)

Outcome, = p, - Gains — Z Expenses; , (2)
Xi€o
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Arvutusvalemid

Outcome = max{Outcome, : ¢ C X, F(o :=true) = true}. (1)

Outcome, = p, - Gains — Z Expenses; , (2)
Xi€o

po = > [Ir II -p). (3)

oCo Xi€p  Xjeo\p

F(p:=true)=true
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o T=(AVB)&C
o Gain = 10000
o Expenses = 1100



o T=(AVB)&C
o Gain = 10000
o Expenses = 1100

o 01 ={A C},020={B,C},03={A B,C}



Arvutusnaide

©

T=(AVB)&C
Gain = 10000
Expenses = 1100

©

©

o1 =1{A,C},00 ={B,C},03 ={A,B, C}

©

©

Outcome,, = Outcome,, = 4200
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Arvutusnaide

©

T=(AVB)&C
Gain = 10000
Expenses = 1100

©

©

o1 =1{A,C},00 ={B,C},03 ={A,B, C}

©

©

Outcome,, = Outcome,, = 4200

©

P1 = {A7 C}7 P2 = {Bv C}v pP3 = {A7 Bv C}
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Arvutusnaide

©

T=(AVB)&C
Gain = 10000
Expenses = 1100

©

©

o1 =1{A,C},00 ={B,C},03 ={A,B, C}

©

©

Outcome,, = Outcome,, = 4200

P1 = {A7 C}7 P2 = {Bv C}v pP3 = {A7 Bv C}

©

9 pyy = papsPc + papc(l — ps) + pepc(l — pa) = 0.768
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Arvutusnaide

©

T=(AVB)&C
Gain = 10000
Expenses = 1100

©

©

©

o1 =1{A,C},00 ={B,C},03 ={A,B, C}

©

Outcome,, = Outcome,, = 4200

©

P1 = {A7 C}7 P2 = {Bv C}v pP3 = {A7 Bv C}

9 pyy = papsPc + papc(l — ps) + pepc(l — pa) = 0.768

©

Outcome,, = Outcome = 4380
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Joudlus
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Tapsus

Number of trees
45 Found the same attack suite -——--- ]

Number of trees
N
(65 ]
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Kokkuvote

o Riindepuudega saab edukalt analiiiisida keerulisi riindeid.

o Olemasoleva mudelite piiranguid arvestades saab analiiiisida ka
riinnete kasumlikkust.

o Vaib teha Excelis, véib kirjutada enda tarkvara, vdib osta paketi

o www.isograph-software.com - Attack Tree+
o www.amenaza.com - SecurlTree

o Microsoft kasutab riindepuude metoodikat SDL (Security
Development Lifecycle) raamistikus

2 Threat Modelling Tool
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